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Statement from National Economic Advisor Lael Brainard on National

Security Memorandum (NSM) on Artificial Intelligence (Al) | The White

House

Dual Use of Artificial Intelligence-powered Drug Discovery

Fabio Urbina !, Filippa Lentzos 2, Cédric Invernizzi 3, Sean Ekins

= Author information = Article notes = Copyright and License information

PMCID; PMC9544280 NIHMSID: NIHMS1804590 PMID: 36211133

The publisher's version of this article is available at Nat Mach Intell

Abstract

An international security conference explored how artificial intelligence (Al) technologies for
drug discovery could be misused for de novo design of biochemical weapons. A thought

experiment evolved into a computational proof.

The Swiss Federal Institute for NBC-Protection—Spiez Laboratory—is part of the
‘convergence’ conference series® set up by the Swiss government to identify developments in
chemistry, biology and enabling technologies, which may have implications for the Chemical
and Biological Weapons Conventions. Meeting every two years, the conference brings
together an international group of scientific and disarmament experts to explore the current
state of the art in the chemical and biological fields and their trajectories, to think through
potential security implications, and to consider how these implications can most effectively
be managed internationally. The meeting convenes for three days of discussion on the
possibilities of harm, should the intent be there, from cutting edge chemical and biological
technologies. Our drug discovery company received an invitation to contribute a

presentation on how Al technologies for drug discovery could be potentially misused.

HH : Dual Use of Artificial Intelligence-powered Drug Discovery - PMC

DRV AlOFT17)V1—R AlSI

25



Al
¢ AARSA>0

Jlini

(S, B2EZDBER.

o [BRHARSA2E AIOREZIDRERMEESNS LS. TNDECSITBAILN
TOADFR—BIR8ET 27~ . |

¢ TEREHEROLD. LLFOFHBDIE T ZRY,

=S E S RS> HMBETBURY AlSI ==

RS CEIO=Eay

1) AEFL (FI=BIYSR, i, /51EHR)
2) &M (AIZATLOSFEM - BR2E%, FNBVAFEE . BlEAIgEE. BRZ@R U, 8T —-50mE)

3) ¥E (VXA 7R)

4) T31)VARE (T31)(2)

5) tF1UT MR (REERE. HEE -T2 - 22 T-9DREA)
6) ERAM (07, AllEIROEM)

7) 7h2AEUT4 (RL—BEUF1. TR, BHREBHRORR)

8) HEBE-UF33—
9) NIEFRFHER
10)1/R=23>

https://www.meti.go.jp/press/2024/04/20240419004/20240419004. htm!

26


https://www.meti.go.jp/press/2024/04/20240419004/20240419004.html

AIRBINSATL )T 2 AN

¢ 2010%F

VERK

1T TN~ AT

- Tk
ERRAIOLRIR(CED, SRR -

- LU

S BAET A

E

FRRAIDEZ(CED, ATIREINSAIN NG > ADHEE(CEAL

CIATRAIN

215 - BRI ESH D VNSERBAFT A TE

RIEH#(C

EIEDREVWAIOLZZEDIBERDIEHICIE ATHINTF A BE
ATHINT O REFAIDUR )2 2T Rl Be/d &/ ) \BRICHIZ DD,

AIHEZ591

BEZEm AT DL

&I D

aaaaa

Institute

27



.

\I

AHOD7ST

@ SOMPO

ABATOAIZ R EDFRENEAT Safety Institutedi

LA Wi

© 2025 Sompo Japan Insurance Inc. All Rights Reserved.

7)
A

T



— [ZE el =il DEL AlS|

Institute

[ B2 |LEFFEARIRBURIHENL ]
[0 | E(ET DD - A DR

¢ &2 |(FISO/IEC GUIDE o [ZibEENES - AT,

51:2014(BE)TEEINTLS IDWVEBLCE, Fleo /R
. Safety:Freedam from risk (LE58) |

which is not tolerable

-
LL

EERIY R E RN,
| Al Z R (CfEITANB B FERZ IRH I B 11213 T IR

[ ZIDU CAIZESCEN TSR BER Bz I3 ]
CLONE

29



T5AR—KNTOAIF!

L

EMNEALCKTI DA%

AL LEERUIBINMATR]., [1(C

AlSI

Y1522 ITHERIR LS EIEH

O

ZDAN

IHZ2H0D0,

0% 20% 40% 60% 80% 100%
20244 . 64.2
|
20254 ‘ 59.7
mLS<FALTVLS
BFALEIELNHD

1 > TWAHFRAELEZ &RV

tHEd : JIPDEC FIANHEICHETD HEERMHIAET2025

FHES(CIT I DA N ARE,

£
2

20%

[=]
=

\! |

ok (FEHL, Bok. 7Y/ O) HEH
BACRHEATLESI CLICFRERLS

Bl (THESL, Bk, YV 0O) {HES
HOPICHBEATLEI ZEICTFRERLS

BHIcET -7 (FHid R, Bof) #EMEL &I,
Laxy FREEr S hargEEIc R 2E=BLS

HS OEAEHENF, BFICERAIOETIC
ELLBARMICTRERLS (7741 —REME)

BaLAoERrIC, BHICHT 3HEN
FRENTLEI ZELFRERELS (HEREME

BaoLond s ER AT TVS S
BETELZVLVIELLEFREELS

BAIETsAohi AV Jodi{awn) ATET,
Sif/ R E W ST IC R R ERLS

ERAIFEHROZEIC LY AROEHEAEY .,
ERBSI R EICTREEBLS

REBMICREVH, BRLLEFRERLS

F
(=]
B

v
@2
ul-l

~n
I|
F-9
(2]
3 5
w mn
o

-
-1
=

16.3

oy
o
~

N
=
w

T Ofth

~i
P

L —_——
2 o2
H n
]
~
L=
~n
f £

ARy

w

BIFRCEL3SEHL

o
~

126

hiroin

L AR EE AN B ARBIREBASHER R T OV A S CBI O HEE S E 2025

Japan
Al Safety
Institute

s
=
AN

£

30



EZEOF!

[E¥mR ]l [

%ﬁ“kBUéEﬁEAI@EﬁH&‘D%

25% 50% 5% 100%

BRREOWEL ' 22

| 3.0%
(=8 LD |_H 28%
2.6%
(RHOED HBBRROR _n 3.4%
I =+
(PRSP SNSRI OfEHR. :l/'r/)ﬂiﬁﬁ) -n 0% 6.0%
(A bEADEE. BENTAS SOKE) -uz% 5.8%
v AL —m
(BAIPEHER. Mﬁzfvgﬁg “*"% 5%
(T M 1) m-m 0% 5.4%
bt BB T Lo TR -- |

BERICHESETVS EHZEEHRPETOS EHRESFUBLEN
SHMBEELEL GEALTULEVL DASEW

LMORE(L
(P A DM BEROER)

TERITHIEREMGFEE2025) —RUEIANBAEREAASHEER . ITR  https://www jipdec.or ]

RIUEAL

PEBALTZIFOTND, A5%BOTEENEFETE
CHES | (X I B AN AREL,

ZEDAL

ERLAIDF A

Japan
A I I Al Safety
Institute

ILTLBHN

BlFctxal)sa /T4 — DRSS
sronznn @A) I -
AU ADEN.

EHFABISRANT S

35.6%

sapapenLzonee T - 5

EoABEEELTEBICERATS

59.1%

eLEd T e
RENSLAIGEENZMENSEND

(PIAEERNERPRBELECABRL)

(X=.B8&. S@rE)H
EEREBEICDLYS

snapgnLzar7> [ 2

ERAIDFEDNATAUCEKY).
oL METHEYGEIND

39.3%

31.0%

26.6%
25.7%

ERAY—EABRED :
s M -

T —RECTFRDFHD

17.6%

ERAIBHDLIEZET7AIUP - 20.9%

I—MIFREZRBENSEN.
EFIVTRRBENRETS

22.0%

EFAIOFBICEL TREOERH - 18.1%

(F—2REEPARFLZE) ISRRTS

21.1%

wxacsLcesanzaL—Lss T %

MEZNTEST . TWYLERHIETIS [
|

9.6%

EEHOICERVESTHAN=177) HEEORLSESI TORBICEE (N=323)

31

p/news/pressrelease/20250314.html


https://www.jipdec.or.jp/news/pressrelease/20250314.html

a1 IN—3> H S

mad JN—332¥E%2024
AISIZAXICEITBAIDRLED I
B TESR

3 DML RD1DDHENAIL

AIDEFDRFNE{EER 2 - TIDDFER

1. AIDA N N—33YEALICKDM IN—>3T>
1)))]1ES
MR DO, AIFEROMHEE. 1> J5305ELSE
2. AIOZL - TZILDIESR
HINFYR AL HOIEET, 8- SRIERADITE. FBAE
3. EIRAYRESS - 17758 D HEE

[KSAITOC DR R 2 B F R I EESEE

AlS| =
Institut

a1 JN—>3 082025

(1) SeumPBlFHiiT0DEREE ) R HEHE
OEEDEF DR 73 HEE

ALA IR—=23AEEY A3 GO IZ
AIDIAZFRRFEDOHEES

s FDEENMUHAO(EE
ALEFHDHEE

AIDE E DR

Al E

AIBEE A D RE 2 E REL

AR
i

AIICE 9 DRBEMFTF

AITDEFD

x

BREV AR OHEE

32



AISI (AI Safety Institute) O&ENEXT-T AIS|

AIDZELZ I VSERMEESNDLD
E ROHHZ &I D ENAISIDEE]

==l
» EC3ODEENEED, NOMBCHRESSRE | || 00 SAErosEsi| | . mi
AIDUAIZIEULSERE #F=x271TYL N 2EFTELIT -
BEADZE BB O xS AABOHES 1BEERIAE
. AT —T54(CB T 3. TSI EOR S PR DIERE _
_——y = - 1)NR=>3> DL
BHCSISAIE=IT1DNI SATHA IO EBURD OB ML ZHEH R

« EFICHSEERED SRR IROERN

| fOEOALE 7 BRI
« MEOAIL—I7 1 BMRIERIE DEE

¢ ALCLBBA T OREHRPIRFIFIEOHR T, EIMNEPLEROD

FEE RN T A -T2 FEUEREEESD TLIC,

A
33

B:E DR HERES & DEHESE

- EAFORERIAZFTIEEI L DEE
o N=bF—2vTEEOHEE




At -7 ERICMITEERS

AISI(E. Z2 1M E€DRIMETFIE(CE I DRI,
EFFE S (CR I S50 X T

1. Z2EFHAEICRSHAT. BESORE

R FIVIY =) ARIEHRXTS

» TEE(CHRD
ERREE=

iy, AleYA )=t 17 1(CE

.« BERM(HRDIELE, HAYVAFEDIRE

- _FERICREIDAINT A MNRIRDIRET
2. Z2EFHIDREFIECE T SR
3. EIDRFRIE (SKRDOAISISE) EDEIFEEECEIT 3555

34



P RY)DBLE

Japan
A I I Al Safety
Institute

AIZS
R L Ea

J0RX9A—9

BREVIGAH EER LD

Al v

S

SEiE/23L

ZERITORE

SEBHARSA > ZE(C,
— B AMBRE T, TRL<EDFED

AIBREHARII> BEINYD
BB REGIRE - B SAMRLBSIBMIS
LyRF—=29 T=ImBEIRIAY b
FENAR BARIvD
LyRF—2>0 AL BT — S &R T B0
EF1UFTILR-b TIHNAFIIREE
FUT(RIT DA, AHAERR

35



—  AISIOHEERT

IR EETERE S 5l AISIBMRITETS:E

AISIFhE

R2EBEE

Ltz
Z= 038

IR

IPA

AISI
PR
2FE

@, i EBOUTTR Y- aRE

AISIEFREETSERRR

AL 2 HEHER(CENFTEIRT 75 #T S 2B L TREY
BRE : BfRTaT. BHMRHERES
FHB | RERRHR

AlS|
I T S £ F AR5

REIBHIAISLHEE s:E%J'C%a%Ti BT AREY

(BRI AT]
-RER (BRZdt- A JR—-23>
HESHR)

-REERE (ERZERER-A
YA N—t+1)71t>5-)

T

AlZ 2 HHERCHEITTE FETTEHOETEL
BRSO 2R PRERE 2 s

11

FIHIFF
4B
STERIEA

BRIF AT
BERPRE

FHB GPATSINEREYY-)
EBRE  FUIEREI-R
| eE-wsEF-L | [ JL-L9-9F-14 |

[ wmwiF-n ) [ erwmF-L |

[ mgF-n |

AISIEEZESR

AISIDBHEE (R ERFEEEE.
ZER : AISIFfiE
£ B )N -2yTSEME. BREAT

=z =

(RER)

WEIILU TGRIEZ R

T-YRINERBR N—bF—2vTE%
N—NF =Sy TSER. BHE =N =Sy TS EHBIOBIEDER
(BOEESD) | BRAATS HAEAISICEERU. RANICRIE

T —TEHER

-BEESEE
-BMOKER
RRBERE
EiEs
-BrEaE

HfE /Sl
(ZERE. HHE. him)

(BEFRHER]

- [BIRALIEHEERLS (IPA)
- [BHBSIHFTHAE
-EEFRAFTRR
VAR AT

- EE RS S AT 36



.

\I

AHOD7ST

@ SoOMPO

. AIQYRTVDLZ 2 3T [CHEX DTz 8(C

UA W e

© 2025 Sompo Japan Insurance Inc. All Rights Reserved.



AIDUR TP L 2

2 FRANTAY (CHEA DTZDIC(E AlS

AIETILLRILDS S AT ALRI TE RS ZZE Z D EN DD

AIET

VB

Japan
Al Safety
Institute
y il VAN
Al AT LK
B3 (F8) o5 emommmm) - v
. ATEF VBB | AEFLONMRNRER ‘23 =
F - = +
N pe— BuyBAET) PE7-9 F1-= £l F-H0%N
__'——'“‘——:g_ . 5, .. ATEF L e
L = S
Aﬁ;gﬂ) v * F-9twh
#w{‘mm F87—9 AEFNOFIOL
8| Anars e ) i
” * ™. g
QIL‘_.““;' F1-=> ?ﬁ!\l{%’ib ‘-#;' gr
ST 0 : ]_’%ﬁrwzﬂ./
Gt ; ;\jjzﬁ_ﬁ . HANE RREBSY) | 55,1 5%
o J i ?J"J’.‘r—ba‘/ 2
 REIER(RAG
AT i SHAY s = AT
FimE —— WBTE& T39S  mMTATh AEE

SHEDHIGE

38



Ao

W AT DA 3T

JNA T ZANDFT ity AlSI

)4 TZ/\OHTLTEZWR‘:L/'C(J@H“? SDRIALIE, @FBRFOHE
. @HENORAIBNMAZITENTLS

it

QEzmIF DRI EE

)

DEBF—

ADFTALIE

' Debiased
{ output

1 [erneoEE

un — [
@ QHERIEFDAER

Q=

23 B DR

39




A7

oI DAAZE LLMA—RL—IILODFRE AISI:E

AAMMREFEETI (LLM) (ST D@ A S 2D, AaEt) e

-

1 IR, IRR . WENRBATZERUBWVELI(TT D13l

R4S Slj.rS'tEM

user input £ a.pph:m‘hinn &y - bot output

HH : The landscape of LLM guardrails: intervention levels and techniques

aaaaa

ttttttttt

40



AIS AT LTI BIXEE DTHAL

BEITDAIZRATLINDOIRE (ZT-JFanR0ED) Z T

s sy =

BT
HFE (FE)

—JEHRUNEIX

AIYATA (FE-RFERIR)

E"ZU Varas

=3

Japan
Al Safety
Institute

AlSI

X|(C7R9,

FOIWE(L. SHIHEEDE

L:O-R>O19530WE

J:IPAIF1I-ZO ) E

XH(COFATE D,

AIETIVIER _ ATET )L ORI BFE I
° S > e > ¥ 7
?EESH:—/)-’) -'- SRIFZAIET ) $:|‘J="|25'—9> -I- F1—" =} F_ADEN
— T T =LA T =N, A T T AIET )L >
PR el ~ “¢"
iﬁé?‘%mﬂﬁ FE7 Y AIESILOFT0A
: S25h (EEEE AEFhEE R :
IE A AISZ7L (BRI B ET — SIEHIRERE
" ) S E: BB I K:O9I\>N—IZE " ) S ,°X_|
& v~ - F1—— AT tdib- (G
Elb F: AR SZE S &£l am
SREDS 2T s e e s SEDSRT L
o H:TOYT M YSTISa B 77’u7$—~>3> G:oo>rrEEKE I =
i —h ARZRIEHR(RAG) - —> w
AI‘@AGD LE | ,(H[E =J INDF.EIND
INT o =5 AT
PSR TS0 w2
HFE A5 — B AT ARE

CAN=I S



AIS AT AT BINEE

=(CkD

B2 %80
R

= DAY

Japan
Al Safety
Institute

AlSI

AIASA MORUEIREICL 3728 TRITTR T,
— —1 . —_— g —_—1 ™ T\ N\ e —_ g
EFIViImBROLICEUIBFEDZ EMELIDEFICELDIHZEEHD.
RRE (F8)  azsn o psam : ,
- AIETIVIBEER _ A ATET )L ORI BFE
e ol e, 1 e S g5 A

FET Y - SRFEAIETI FET Y, a F1-=>U X T—ADRN

— L] Ay BIEE ATET L ~
ATET LD A 1:E5 )RR

2: 877 -9 R

2: 285 -

YR

6:EFIERENE
7 FRIRBEEEEREIF

BB (FIREHRET)

4
S &l E
- BB RTLS

o POF1T-H%E

AIZ AT LD
A&

LL

PIEBRZE

X057 —4

CAN=I S

9:YATARE
10: 8T -SRI
11: M85 ERERE

75 4 °

-

AIZ AT LD

MAE 42



ABOFIIVY @ somPo
1
2.
3.
4,
5. RREDALICKER[ Safety by Design|

© 2025 Sompo Japan Insurance Inc. All Rights Reserved.



RREPDAIFIERHDZE RS & SOMPO

3-@ AIFFRICHEEZ-TOERXA
FHEOMEL, BEY—ERADHERLIZFETIFEBICOVLWT, ROIREOLARLTHERZED S

e tewmp) R 7HMEL ., BEICFLERZEH TS

DRZICH+HERLE-ETAERAZEDHTWLL

@ FROTMEBMACEGEDBIFIRREF 2R

i SEEEHAIES S FRERIIR

© 2025 S J | Inc. All Rights R d. .. . . . . . .
oo apan TERranee e AR Resere https://www.digitalservice.metro.tokyo.lq.jp/business/ai-strateqy-council/council03



https://www.digitalservice.metro.tokyo.lg.jp/business/ai-strategy-council/council03

REREBOAIFIERDERTS

@ soMPO

[ &B

HHEH—ER

T

el e

Bl /N—=VFTFA

3 XF%iE
o e

555* =4 EEL

© 2025 Sompo Japan Insurance Inc. All Rights Reserved.

BEY—EXI#E.

fEHOER S

Y —EABEEEESS [

SENTROAIBRDON TCEREDE R (TERD

B
1 ERIEEHEE
HEE Y X 2 A
E< ., R
FSEFI &0 T e U R 2 A
L ¢ R E<, B\mpyic
5 5 & SR Tu-;fm EEHT
Bk | FH - BT
3 |
) X244
B L7 ERlE
e EDELS Y 22 IS+ HE
4 i AEEHTULL
S ORI B |
CEEHEORRE 5 Ea=4=E k(4 SR ORTEFE
RS e @ B E DR
R A e

ExRE
5

WRE - &
BIRT5WBh

e =] )4

HB : SE3EERREAIEIS SR RRERILDIRIG
https://www.digitalservice.metro.tokyo.lg.jp/business/ai-strategy-council/council03

i S N EPEES |

Hgay Y 27 H4E

<. WMENIZHE
AEEHTLL

YZRZIZ+HHEEE |
L-ETHRERAZ |

EHTWLL

SE OB E AP
ESIEDOBRERR
' EEEW



https://www.digitalservice.metro.tokyo.lg.jp/business/ai-strategy-council/council03

Safety by DesignéWSE X H

@ soMPO

°/Z7_‘A0)ft\ uﬂ n-l_d)*ﬂ HHERB

SAFETY

2B EIDENE




Safety by Design(cERAIHINF A @ SOMPO

4-2 HNF»ROBEYE

- AlDFIFRRED /-, RABBAIRBFZHEGER LLHFo2FHEZTIL L HIC. XN
BY—IiER, BBBOYFR—-— PV HIRENLHLRRF/TOERHZERRL

= SEHPAIERS T L 7cfi— 78t - b— LICE S AERDY — L EHE EH B8, Al

Pt RT3 LMEEBUR - M5 - BOTSMAIARE L. BRSPS TEOESERE. MK

B FREETOMHH, RFEBPIPUELRFHIREL T ;

AlEA - EH EROBEERROI-OICAIZEATEZ 70 ¢, ALERAOBESA~OEFNLEFES |

HAKES4 Y B EERLEHAFFAVEEERETICERE '
AIETOER - OB - BTOAEREMNSERE R, W - H4 F 54 o S£MEEEH L THEICRM®

1
.....................................................................................................................................................

SBT3 EH 4 CHBIEAFRLEL O, FIEIALY—ERBH Y- E—1ERE

(AIF v v bRy b, BFEZESEH. Copilotix COHEY —ILOBWEPHFEFNEE XS
L, x5 /ERZHE

=7 1] gy k2 A7 7220 Th, FH@fbkEED T2, GovTechREHLEE L. £RKAIF
GBI N 5 L L RENCERL TS

W —ILDE(L

BE DAY T 7 AIFERO BRI Ofh, ZEeEPtFall T4, N R —2 a3 L CAIDRBEERORRE
¥ — [ LHHE RRYRIMELEERBT LT AV 77 —ALEHEL. BEmICEHE

AlDFIER® Y 2 7 #EICEY 2E%E0
1 BARHCHEERFEOLERES. AlOINE R EFABEEY — X, BFORG] -
W—ILg ERE - IBBLALT, BIS21TD
© 2025 Sompo Japan Insurance Inc. All Rights Reserved.

g SE3MIERREPAIEIR =

FERLEDIR¥E: https://www.digitalservice.metro.tokyo.lg.jp/business/ai-strategy-council/council03



https://www.digitalservice.metro.tokyo.lg.jp/business/ai-strategy-council/council03

AIDERARDYRY ZNUFATIZENTEDRRWE

[ Zh3ZRAL | CE9 (CTiB R IR RARITTEEL
[ A R=23> JENLRTE 0N

aaaaa

ttttttttt

48






