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AMS Institute as Innovation Ecosystem



How quadruple helix works in practice

One city challenge: three different pilots with different collaborations 

between industry, government, academia and society.

City Challenge: 

In order to spread crowdedness in the city

How can we change the route cars take, based on diverse city interests, 

using voluntary help of drivers? 



Pilot 1
Goal: Improving safety school zones

Academy, industry, local government (13 partners 

under which Tomtom, Mercedes-Benz)



Ideal for city, but will drivers accept it? 



Pilot 2:  How to design for acceptance and 

autonomy? 

- Autonomy: 

- the ability to freely choose among different options

- the availability of meaningful options

Ethics of Socially Disruptive Technologies (ESDiT)
Philosophers of science



Set-up.



Testing different versions of the 

navigation app

1) which goals?

2) who set the goals?

3) how to get people to set goals?

to optimize acceptance and 

autonomy



Recommendations



Pilot 3: Digital Orchestration Public 
Space  Consortium

National Innovation Funding for Digital Orchestration of Public Space Ecosystem.

20 Proof of Concepts



Pilot concept

Pilot on preventing car pollution near parks when really busy. 

Voluntary route advice for de-tour.

Real-time travel information Regulation: New European regulation 

that allows cities to express road priorities to navigation aid providers 



Recap: How quadruple helix works in 
practice

One city challenge requires different collaborations between industry, 

academia, public sector and society. 

Challenge to connect one project to another



Thank you! Questions?



Amsterdam Generic Scanning Service 



Photo Mike de 
KReek



Scanning bicycle as:

infrastructure means of enforcement point of contact

Photo & Design: 
Tessa Steenkamp





How do you reach an agreement with related organizations when creating solutions and 

services (financial matters/division of responsibilities/roles)?

Currently, discussions on digital autonomy

‘European governments run American software on Chinese hardware’ 

In digital competencies: Government needs to do more, outsource less

- Scan car procurement example



Are you using citizens personal data?

GDPR ‘data minimization principle’ 

When not necessary, we do not do it

Projects: mmwave, multi party computation, digital canal study, 

IRMA -app, Yivi app

Different approach when citizens have something to gain.

‘You are entitled to benefits’ project



Is there any resistance from citizens to new solution services?

Generative AI for urban planning 

Preventing surveillance growth

Social problems because of smart phone 

addition



Smart
systems that
bring the city

more safety and 
efficiency

Smart
systems that

fit sovereign liberal 
democratic values

Tension

Values perspective



Circularity

Building with wood instead of concrete

Carbon emissions

Material footprint of IT 

Waste problem old Amsterdam 
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SenseAnalyze

Set Goal
Steer

City as a control loop
Garbage

Taxi 
regulation

Safety





The Responsible Sensing Lab 
explores how to integrate public 

values in the design of smart systems 
in public space



Trust ● Amsterdam algorithm registry

● Amsterdam sensor registry (inc signage)

● Mobile scanning: citizen participation in 

tech development

Privacy ● MMwave sensing

● Multiparty computation

● Shuttercam 

● Consortium Smart Doorbells

Sovereignty ● Procurement decision aid



Algorithm register

https://algoritmeregister.amsterdam.nl/en/ai-register/



Sensor register

https://sensorenregister.amsterdam.nl/



Citizen participation mobile scanning 
use-cases



Millimeter wave 
sensing



City needs for people counting

Maintain safety Plan infrastructure



Current Implementation

Cameras are considered to be the only option for people counting



Low information imaging



mmWave sensing

Installation What it is looking into

12m



Privacy Preserving

Camera scene How mmWave sees it



Datacollection and labeling

• 5 volunteers walked for 

more than 7 hours in 

different formations

• More than 20000 

frames collected and 

labelled for training



Multiparty 
computation



Multi-party-computation (MPC)

- MPC is a cryptographic method.

- Enables multiple parties to draw 

insights from data without revealing 

the underlying, sensitive data to 

each other (preserving privacy)

- Has been discussed as a privacy 

preserving approach in the 

healthcare context. We are 

exploring applications in the city.



Shuttercam



Problem

● Increasing amount of cameras used by city and others.

● 1 out of 5 Amsterdam citizens finds this annoying 

(2023, citizen panel, ~900 people) 

● City government has promised “ citizens should be able 

to be unobserved in public space” 





Proposal: ‘Shuttercam as standard’

City council member



Smart doorbells



Smart doorbells

● 1.200.000 (est. 2023)

● Regulations not enforced

● History of hacking

● Opaque data management







Goals Consortium

1) nationwide questionnaire into citizen experiences

2) local strategies to alleviate the problems

a) regulations

b) other

3) building a Global / European consortium for a ‘feature 

request’ to vendors



AMS Institute

18 September 2024

Fabian Geiser
Girish Vaidya
Thijs Turèl

Prototype of a procurement 
decision aid for cities to improve 
digital strategic autonomy



Local governments increasingly 

rely on technology provided by 

market parties.

This creates dependencies

which pose risks to the

sovereignty of governments, 

diminishing their control and 

ability to carry out the tasks

they are responsible for.

Big data for sustainable mobility



European CSPs' market share as a percentage of
total European cloud revenues

Source: NL TImes ‘Amsterdam replacing Chinese CCTV & traffic cameras over spying, human rights concerns’ 
June 2024 (link)

Source: Clingendael report ‘Policy Brief Too late to act? Europe’s quest for cloud sovereignty’ March 2024 ( link)

https://nltimes.nl/2024/06/10/amsterdam-replacing-chinese-cctv-traffic-cameras-spying-human-rights-concerns
https://www.clingendael.org/sites/default/files/2024-02/Policy_brief_Cloud_sovereignty.pdf


What are the “dials and 

buttons” we can use to 

become more strategically 

autonomous as a city?



Prototype for a decision aid 

that helps cities to incorporate 

strategic autonomy into their 

decision making process on 

making and or buying digital 

services.



Dimensions of strategic autonomy

Literature review and expert interviews showed that there is no commonly 

agreed definition of strategic autonomy.

The need for strategic autonomy can be judged based on the criticality of a 

functionality.

Dimensions of strategic autonomy can be grouped in internal and external 

factors affecting the cities ability to be in control:

- Internal: inhouse tech. knowledge and capabilities, ability to maintain and 

grow tech. knowledge and capabilities, legal and financial leverage, …

- External: market conditions, location of (sub-)suppliers, laws and 

regulations, ...



Extra slides
(not part of main presentation)



Events at the Johan 
Cruyff Arena and Ziggo 
Dome can lead to  
unpleasant and unsafe 
overcrowding at the 
station Amsterdam 
Bijlmer ArenA.

https://archello.com/de/project/amsterdam-bijlmer-arena-train-station

https://www.parool.nl/cs-bf189305



Goal of MPC solution:

To deliver a positive 
travel experience by 
distributing passengers 
among the available 
means for public 
transportation without 
sharing commercially 
sensitive data.



Amsterdam
Centraal

Bijlmer
ArenA

A public transport user wants to travel from the Bijlmer ArenA to Amsterdam Centraal. Google Maps presents options by different 
providers but not all options have capacity. The User needs to know which option to take, but GVB and NS prefer not to share all
capacity information as it is commercially sensitive information.



Query

Query

Capacity Metro A = 1

Capacity Metro B = 0

Capacity Train A = 0

Capacity Train B = 1

User app queries GVB and NS.

(1 = the vehicle has capacity available, 0 = the vehicle has no capacity available.)



NS and GVB encrypt their available capacity for the upcoming vehicles, They do this by using a public key published by the 

independent organization “Stichting Public Key” (This is where the MPC code resides).

Stichting
Public

Key

Public key

Public key

Capacity Metro A = 8834

Capacity Metro B = 1641

Capacity Train A = 5302

Capacity Train B = 9476



Stichting
Public

Key

Metro A = 8834
Metro B = 1641

Train A = 5302
Train B = 9476

Capacity Metro A = 8834

Capacity Metro B = 1641

The encrypted values are sent to the users Google Maps app. Google Maps now knows the encrypted values and whether they come 

from NS or GVB.

Capacity Train A = 5302

Capacity Train B = 9476



Stichting
Public

Key

GVB Metro A = 8834
GVB Metro B = 1641
NS Train A = 5302
NS Train B = 9476

8834
1641
5302
9476

Capacity Metro A = 8834

Capacity Metro B = 1641

Google Maps sends only the encrypted values to Stichting Public Key. The Stichting only gets the encrypted values and does not 

know where they come from (NS or GVB).

Capacity Train A = 5302

Capacity Train B = 9476



Stichting
Public

Key

GVB Metro A = 8834
GVB Metro B = 1641
NS Train A = 5302
NS Train B = 9476

8834 = 1
1641 = 0
5302 = 1
9476 = 0

Secret Key

Capacity Metro A = 8834

Capacity Metro B = 1641

The Stichting decrypts the values using a secret key (not shared with anyone else) and sees which of the options has capacity.

(1 = the vehicle has capacity available, 0 = the vehicle has no capacity available.)

Capacity Train A = 5302

Capacity Train B = 9476



Stichting
Public

Key

GVB Metro A = 8834
GVB Metro B = 1641
NS Train A = 5302
NS Train B = 9476

Capacity Metro A = 8834

Capacity Metro B = 1641

Take 8834
(random choice)

The Stichting chooses one of the values that indicate capacity at random and sends it back to the users Google Maps app. The user's 

app can make the connection between the encrypted value and the related owner. It knows that GVB Metro A has capacity.

Capacity Train A = 5302

Capacity Train B = 9476



Amsterdam
Centraal

Bijlmer
ArenA

The user takes  GVB Metro A to travel from the Bijlmer ArenA to Amsterdam Centraal.
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